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1. Terms and definitions

Automated processing of personal data — processing of personal data using computer
technology.

Blocking of personal data — temporary termination of the processing of personal data (except in
cases where the processing is necessary to clarify personal data).

Destruction of personal data — actions that make it impossible to restore the content of personal
data in the personal data information system and (or) as a result of which the material carriers of
personal data are destroyed.

Personal data information system — a set of personal data contained in databases and
information technologies and technical means that ensure their processing.

Processing of personal data — any action (operation) or a set of actions (operations) with personal
data performed with or without the use of automation tools.

Personal data operator — a state body, municipal body, legal entity or individual that
independently or jointly with other persons organizes and / or performs the processing of personal
data, as well as determines the purposes of personal data processing, the composition of personal
data to be processed, actions (operations) performed with personal data. Personal data — any
information relating directly or indirectly to a specific or identifiable natural person (subject of
personal data). Site User - any person who visits the site and uses the information, materials and
services of the site.

Provision of personal data — actions aimed at disclosing personal data to a certain person or a
certain group of persons
A personal data subject is a natural person who is directly or indirectly identified, or is
determined using personal data.

Website - a set of interconnected web pages located on the Internet at a unique address (URL), as
well as its cyomomsubdomains, access to which is provided via the Internet information and
telecommunications network and located at: https://kailas-yalta.ru/;

Dissemination of personal data — actions aimed at disclosing personal data to an indefinite group
of persons.

Cross-border transfer of personal data — transfer of personal data on the territory of a foreign
state to an authority of a foreign state, a foreign individual or a foreign legal entity.

A cookie i1s a small piece of data sent by a web server and stored on the User's computer, which
the web client or web browser sends to the web server in an HTTP request each time it tries to
open a page on the corresponding site.

IP address - a unique network address of the node in the computer network through which the
User gets access to the site.

2. Purpose and objectives

The purpose of this document is to ensure the protection of the rights and freedoms of the subject
of personal data when processing his personal data by an individual entrepreneur Kurashina Larisa
Viktorovna, OGRNIP 314910234620108, TIN 910300173397, date of registration as an individual
entrepreneur: "12" December 2014, postal address: 298648, Republic of Crimea, Yalta, village.
Voskhod, yn. Bunorpagnas4 Vinogradnaya St.; actual address: 29860012A Roosevelt St., Yalta,
Republic of Crimea, 2986 00, Russia yn. Py3Benbta, 1.12A.

The main objective of this document is to define the Company's policy regarding the processing
of personal data of personal data subjects.
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3. Scope of activity

This document applies to the Operator's employees who directly process personal data and to all
operations performed by the Operator with personal data using automation tools or without their
use.

4. Responsible officials

Responsibility for execution (for monitoring execution, for reporting) is assigned to the persons
responsible for organizing the processing of personal data and for ensuring the security of personal
data in the Company.

5. Main provisions

5.1. Processing of personal data

5.1.1. This document (hereinafter referred to as the Policy) has been developed in compliance
with the requirements of Clause 2, Part 1, Article 18.1 of Federal Law No. 152-FZ of 27.07.2006
"On Personal Data" (hereinafter referred to as the Personal Data Law).

5.1.2. The terms contained in Article 3 of the Personal Data Act are used in this Policy with the
same meaning.

5.1.3. This Policy applies to all operations performed by the Operator with personal data using
automation tools or without their use.

5.1.4. The Operator has the right to:

* Receive reliable information and / or documents containing personal data from the personal
data subject;

* Require the personal data subject to update the provided personal data in a timely manner.

5.1.5. The Operator is obliged to:

* Process personal data in accordance with the procedure established by the current legislation
of the Russian Federation;

* Consider requests from the personal data subject (his / her legal representative) regarding the
processing of personal data and provide reasoned answers;

* Provide the subject of personal data (his legal representative) with the possibility of free
access to his personal data;

* Take measures to clarify and destroy the personal data of the personal data subject in
connection with his / her (his / her legal representative's) handling of legitimate and justified
claims;

* Organize the protection of personal data in accordance with the requirements of the legislation
of the Russian Federation.
5.1.6. Personal data subjects have the right to:

* Full information about their personal data processed by the Operator;

* Access to their personal data, including the right to receive a copy of any record containing
their personal data, except in cases provided for by federal law;

* To clarify their personal data, block it or destroy it in cases where the personal data is
incomplete, outdated, inaccurate, illegally obtained or not necessary for the stated purpose of
processing;

* To terminate the processing of their personal data upon request;

* Withdrawal of consent to the processing of personal data;

* To take legal measures to protect their rights; * To exercise other rights stipulated by the
legislation of the Russian Federation.

5.1.7. Personal data subjects are required to:



* Provide the Operator with only reliable personal data.

* Provide documents containing personal data to the extent necessary for the purpose of
processing;

* Inform the Operator about updating (updating, changing) your personal data.

5.1.8. Persons who have provided the Operator with false information about themselves, or
information about another personal data subject without the latter's consent, are liable in
accordance with the legislation of the Russian Federation.

5.2. Scope and categories of personal data processed, categories of personal data subjects,
purposes of personal data collection

5.2.1. Personal data is processed by the Operator for the following purposes:

5.2.1.1. Accommodation arrangements, temporarye accommodation, additional services at orene
the Kailash Hotel :

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, year of birth, month of
birth, date of birth, place of birth, gender, email address, place of residence, registration address,
phone number, citizenship, passport data, identity document data outside the Russian Federation,
visa data, migration card data, data of the residence permit, data of the temporary residence
permit, data of the birth certificate.

* Categories of personal data subjects: clients.

* Methods of processing personal data: mixed.

* Processing and storage periods: until the processing goal is reached.

5.2.1.2. Implementation of corporate communication:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, position, email address,
phone number.

* Categories of personal data subjects: employees, contractors.

* Methods of processing personal data: mixed.

* Processing and storage periods: until the processing goal is reached.
5.2.1.3. Providing access to the Operator's systems:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, position.

* Categories of personal data subjects: employees.

* Methods of processing personal data: mixed.

* Processing and storage periods: until the processing goal is reached.
5.2.1.4. Maintaining HR and accounting records:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, year of birth, month of
birth, date of birth, place of birth, email address, place of residence, registration address, phone
number, SNILS, TIN, citizenship, data of the identity document, data of the document contained
in the birth certificate, banking details bank card number, current account number, profession,
information about employment (including work experience, current employment data with the
name and current account of the organization), attitude to military service, information about
military registration, information about education.

* Categories of personal data subjects: employees, customers, contractors.
* Methods of processing personal data: mixed.

* Processing and storage periods: until the processing goal is reached.
5.2.1.5. Sending newsletters about the Operator's services:

* Categories of personal data processed: other.

* List of personal data processed: phone number, email address.

* Categories of personal data subjects: customers, site visitors.

* Methods of processing personal data: mixed.

* Processing and storage periods: until the processing goal is reached.



5.2.1.66. Payment of wages to employees, as well as other payments stipulated by labor
legislation:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, bank card details, current
account number, personal account number.

* Categories of personal data subjects: employees.

* Methods of processing personal data: mixed.

* Processing and storage periods: until the termination of the employment relationship with the
employee.

5.2.1.77. Correct functioning of the site and conducting statistical research using the Yandex.
Metrica metric service:

* Categories of personal data processed: other

. * List of personal data processed: information collected through metric programs.

* Categories of personal data subjects: site visitors.

* Methods of processing personal data: automated.

* Processing and storage periods: until the processing goal is reached.

5.2.1.88. Organization of the booking process:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, email address, phone
number.

* Categories of personal data subjects: site visitors, customers.
* Methods of processing personal data: automated.

* Processing and storage periods: until the processing goal is reached.
5.2.1.99. Registration on the website:

* Categories of personal data processed: other.

* List of personal data processed: last name, first name, patronymic, email address, phone
number.

* Categories of personal data subjects: site visitors.

* Methods of processing personal data: automated.

* Processing and storage periods: until the processing goal is reached.
5.2.2. Destruction of personal data for all purposes of personal data processing is carried out in
the following ways:

5.2.2.1. The Operator stops processing personal data, destroys personal data carriers and deletes
them from personal data information systems in the following cases:

* achievement of the purposes of personal data processing or maximum retention periods —
within 30 days;

* loss of the need to achieve the goals of personal data processing — within 30 days;

* providing the personal data subject or his / her legal representative with information
confirming that the personal data is illegally obtained or is not necessary for the stated purpose
of processing — within 7 days;

* failure to ensure the legality of personal data processing — within 10 days;

* revocation of the personal data subject's consent to the processing of their personal data —
within 30 days;

* expiration of the statute of limitations for legal relations in which personal data is or has been
processed.
5.2.2.2. If the subject requests to stop processing his / her personal data in order to promote
goods, works, or services on the market by making direct contacts using communication tools,
the Operator immediately stops processing them.
5.2.2.3. In accordance with Article 21, Part 5 of Federal Law No. 152-FZ of 27.07.2006 "On
Personal Data", the Operator does not terminate the processing of personal data and does not
destroy it in the following cases:

« if otherwise stipulated by the contract to which the personal data subject is a party;



« if the Operator has the right to process personal data without the consent of the personal data
subject on the grounds provided for by the legislation of the Russian Federation;

« if the terms of processing the personal data of the personal data subject established by the
legislation of the Russian Federation have not expired.
5.2.2.4. The destruction of personal data processed in an automated manner is organized by the
commission for the destruction of personal data from the Operator's employees, created by the
order. Personal data is destroyed by the operating system and/or the database management
system. Documents confirming the destruction of personal data of subjects of personal data
processed in an automated way are the act of destruction of personal data and unloading from the
event log in the personal data information system.

5.2.2.5. The act of personal data destruction must contain:

» name and address of the Operator.

* the last name, first name, patronymic of the personal data subject or other information related
to a specific individual whose personal data was destroyed;

* surname, first name, patronymic, position of the persons who destroyed the personal data of
the personal data subject, as well as their signature;

* a list of categories of personal data destroyed by the personal data subject;

* the name of the destroyed material carrier containing the personal data of the personal data
subject, indicating the number of sheets for each material carrier (in the case of processing
personal data without using automation tools);

* name of the personal data information system from which the personal data of the personal
data subject was deleted (in the case of processing personal data using automation tools);

* the method of personal data destruction;

* the reason for the destruction of personal data;

« the date of destruction of the personal data of the personal data subject.
5.2.2.6. Uploading from the log should contain:

* the last name, first name, patronymic of the subject or other information related to a specific
individual whose personal data was destroyed;

* a list of categories of personal data destroyed by the personal data subject;

* name of the personal data information system from which the personal data of the personal
data subject was deleted;

* the reason for the destruction of personal data;

« the date of destruction of the personal data of the personal data subject.
5.2.2.7. If uploading from the log does not allow you to specify certain information provided for
in clause 5.2.2.5 of this Policy, the missing information is entered in the personal data destruction
report.
5.2.2.8. The destruction of personal data processed without the use of automation tools is
organized by the commission for the destruction of personal data from the Operator's employees,
created by the order. Personal data is destroyed by mechanical violation of the integrity of the
personal data carrier, which does not allow reading or restoring personal data, or by deleting
information from electronic media using methods and means of guaranteed deletion. The
document confirming the destruction of personal data of personal data subjects is the act on the
destruction of personal data.
5.2.2.9. If the processing of personal data is carried out by the Operator simultaneously with the
use of automation tools and without the use of automation tools, the documents confirming the
destruction of personal data are the act on the destruction of personal data and unloading from
the event log in the personal data information system.
5.2.2.10.The act of personal data destruction and uploading from the journal are subject to
storage for 3 years from the moment of personal data destruction.

5.2.3. Information from clause 5.2.1 and clause 5.2.1 of this Policy is initially reflected in the
Register of Processes in which Personal Data is Processed (hereinafter referred to as the Register
of Processes), after which it is used for:



* formation or updating of this Policy and other organizational and administrative documents
defining the procedure for processing personal data;

* sending a notification or information letter to the authorized body for the protection of the
rights of personal data subjects;

* development of organizational and administrative documents of the Operator;

* building a system for the protection and processing of personal data;

* conducting internal audits of personal data processing and protection processes;

* preparing responses to requests from personal data subjects, their representatives and
authorized bodies.

5.2.4. The Process Register is not limited to the information specified in clause 5.2.1 and clause
5.2.1 of this Policy, but is regularly updated, supplemented and updated by the process owners in
agreement with the person responsible for organizing the processing of personal data.

5.2.5. The Operator ensures that the content and scope of the processed personal data correspond
to the stated purposes of processing and, if necessary, takes measures to eliminate their
redundancy in relation to the stated purposes of processing.

5.2.6. The Operator does not process special categories of personal data related to race,
nationality, political views, religious or philosophical beliefs, or intimate life.
5.2.7.The Operator does not transfer personal data across borders.

6. Legal grounds for processing personal data

The legal grounds for processing personal data by the Operator are:

* The Constitution of the Russian Federation (adopted by popular vote on 12.12.1993);

* Labor Code of the Russian Federation No. 197-FZ of 30.12.2001.

* Civil Code of the Russian Federation No. 51-FZ of 30.11.1994;

* Tax Code of the Russian Federation No. 146-FZ of 31.07.1998.

* Federal Law No. 402-FZ of 06.12.2011 "On Accounting".

* contracts concluded between the Operator and personal data subjects;

* consent of the subjects of personal data to the processing of personal data (including consent to
the processing of personal data authorized by the subject of personal data for distribution);

» other grounds where consent to the processing of personal data is not required due to compliance
with the law.

7. Procedure and conditions for processing personal data

7.1. Procedure for processing personal data

7.1.1. The Operator processes personal data in the following ways:

* non-automated processing of personal data;

* automated processing of personal data — processing of personal data using computer
technology (clause 4 of Article 3 152-FZ).

7.1.2. List of actions performed by the Operator with personal data: collection, systematization,
accumulation, storage, clarification (updating, modification), use, distribution (including
transfer), blocking, destruction, as well as performing any other actions in accordance with the
current legislation of the Russian Federation.
7.2. Terms of personal data processing

7.2.1. The processing of personal data is carried out by the Operator subject to obtaining the
consent of the personal data subject (hereinafter referred to as Consent), with the exception of
cases established by the legislation of the Russian Federation, when the processing of personal
data can be carried out without such Consent.

7.2.2. The personal data subject makes a decision on the provision of his / her personal data and
gives Consent freely, voluntarily and in his / her own interest.

7.2.3. Consent is given in any form that allows you to confirm the fact of its receipt. In cases



stipulated by the legislation of the Russian Federation, Consent is issued in writing.

7.2.4. If the Operator plans to carry out actions with respect to the subject of personal data, the
purpose of which is to promote goods, works, services on the market by making direct contacts
with a potential consumer using communication tools (mailings and (or) marketing calls), before
the Operator starts processing personal data for this purpose, from the personal data subject must
obtain a separate consent to the processing of personal data. The personal data subject should be
able to refuse (not give consent) to process his / her personal data for the purpose of promoting
goods, works, and services on the market by making direct contacts with him / her through
means of communication.

7.2.5. On the Operator's website/application, the consent of the personal data subject to the
processing of personal data for mailing and (or) marketing calls is provided by putting a mark in
the check box by the user of the website/application.

7.2.6. If, in accordance with the legislation of the Russian Federation, the provision of personal
data and (or) the receipt by the Operator of consent to the processing of personal data are
mandatory, the Operator is obliged to explain to the subject of personal data the legal
consequences of refusal to provide his personal data and (or) consent to their processing.

7.2.77. The condition for termination of personal data processing may be the achievement of the
purposes of personal data processing, the request of the personal data subject to terminate the
processing of personal data, the expiration of the Consent period or the withdrawal of Consent
by the personal data subject, as well as the identification of illegal processing of personal data.
7.2.8. Consent may be revoked by a written notification sent to the Operator by registered mail.

7.2.9. The Operator has the right to entrust the processing of personal data to another person
with the consent of the personal data subject, unless otherwise provided by Federal Law, on the
basis of the contract being concluded. A person who processes personal data on behalf of the
Operator must comply with the principles and rules for processing personal data provided for in
152-FZ "On Personal Data" and this Policy.

7.2.10. In accordance with the requirements of 152-FZ "On Personal Data", contracts with
persons processing personal data on behalf of the Operator must specify:

* a list of personal data that you are instructed to process;

* a list of actions (operations) with personal data that will be performed by the person
processing personal data, the purpose of their processing;

* the obligations of such a person to respect the confidentiality of personal data and ensure the
security of personal data during their processing;

* the obligation to provide documents and other information at the request of the operator
confirming the measures taken and compliance with the requirements established in accordance
with Article 6 152-FZ On Personal Data for the purpose of executing the order;

* obligations to ensure the security of personal data during their processing;

* specific requirements for the protection of processed personal data adopted in accordance with
Atrticle 19 152-FZ "On Personal Data";

* requirements for notifying the operator of cases and within the time limits set out in Part 3.1 of
Atrticle 21 152-FZ "On Personal Data";

* liability provided for by the current legislation of the Russian Federation.

7.2.11. Before submitting an order for the processing of personal data (hereinafter referred to as
the Order), an assessment of the third party's (counterparty's) compliance with confidentiality
and ensuring the security of personal data must be carried out.

7.2.12. The assessment of compliance with personal data security is carried out by the
Operator's official responsible for organizing the processing of personal data, using the
Questionnaire for assessing compliance by a third party (counterparty) processing personal data
on behalf of the Operator with the requirements for ensuring the confidentiality and security of
the processed personal data.

7.2.13. Based on the results of the assessment of compliance with the security of personal data,
the person responsible for organizing the processing of personal data fills out a conclusion based



on the results of the assessment of compliance with the level of confidentiality.

7.2.14. The person processing personal data on behalf of the Operator (hereinafter referred to as
the Processor) is obliged to comply with the principles and rules for processing personal data
provided for in 152-FZ "On Personal Data", to respect the confidentiality of the processed
personal data, and to take measures aimed at ensuring the fulfillment of obligations provided for
in 152-FZ "On Personal Data".

7.2.15. When processing personal data, the Operator takes or ensures the adoption of the
necessary legal, organizational and technical measures to protect personal data from
unauthorized or accidental access to it, destruction, modification, blocking, copying, provision,
dissemination of personal data, as well as from other illegal actions in relation to personal data.
7.3. Storage of personal data

7.3.1. Storage of personal data is carried out in a form that allows determining the subject of
personal data, for a period not longer than the purposes of processing personal data require,
except in cases where the period of storage of personal data is established by a federal law, an
agreement to which the subject of personal data is a party, beneficiary or guarantor.

7.3.2. When storing personal data, the Operator uses databases located on the territory of the
Russian Federation.

7.4. Terms of personal data processing

7.4.1. The terms of personal data processing are determined taking into account:

* the established purposes of personal data processing;

* terms of validity of contracts with personal data subjects and consents of personal data
subjects to the processing of their personal data;

* Order of the Federal Archive of 20.12.2019 N 236 " On approval of the List of standard
administrative archival documents formed in the course of the activities of State Bodies, local
self-government bodies and organizations, indicating the terms of their storage "(Registered with
the Ministry of Justice of the Russian Federation on 06.02.2020 N 57449)

* retention periods of documentation established by the Operator's internal regulations.

7.4.2. Termination of personal data processing is carried out after the expiration of the
established terms of personal data processing, when the personal data subject applies for
termination of processing of his personal data or withdraws the consent of the personal data
subject to the processing of his personal data (except for cases when the Operator has the right to
continue processing personal data on a different legal basis), when the goal is achieved
processing of personal data or the loss of the need to achieve the goal, as well as in case of
detection of illegal processing of personal data.

8. Updating, correcting, deleting and destroying personal data, responding to
requests from personal data subjects for access to personal data

8.1. Requirements for requests from personal data subjects

The personal data subject has the right to contact the Operator regarding the processing of their
personal data in the following cases:

* receiving information related to the processing of their personal data;

* clarify your personal data, block it or destroy it if it is incomplete, outdated, inaccurate, illegally
obtained, or not necessary for the stated purpose of processing;

* filing a complaint about the Company's improper processing of its personal data;

* revocation of your consent to the processing of personal data;

* requests to terminate the processing of personal data.

According to the requirements of 152-FZ "On Personal Data", the request must contain, in
particular:

* the series and number of the identity document of the personal data subject (his representative),
information about the date of issue of the specified document and the issuing authority;

* information confirming the personal data subject's participation in relations with the Operator



(contract number, date of conclusion of the contract, conditional word designation and /or other
information), or information otherwise confirming the fact of personal data processing by the
Operator;

* signature of the personal data subject (his representative);

« if the request is sent by a representative of the personal data subject, it must contain a document
(a copy of the document) confirming the authority of this representative.

If the personal data subject revokes the consent given to the processing of personal data, the
corresponding request must comply with the conditions specified in such consent.

Requests from personal data subjects or their representatives are accepted at:

298648, Republic of Crimea, Yalta, village. Voskhod, Vinogradnaya str., 4.

A request signed with an electronic signature can also be sent to the following email address:
kailas.yalta@gmail.com.yalta@gmail.com.

8.2. Processing of requests from personal data subjects.

The response to the request is sent to the personal data subject or his representative in the form in
which the relevant request or request is sent, unless otherwise specified in the request or request,
within a period not exceeding 10 (ten) days from the date of the request. The specified period may
be extended, but not for more than 5 (five) business days, if the Operator sends a reasoned
notification to the personal data subject indicating the reasons for extending the deadline for
providing the requested information.

8.3. Updating, correcting, deleting and destroying personal data.

* In case of detection of illegal processing of personal data or inaccurate personal data, the Operator
ensures that personal data is blocked (including when processing personal data by another person
acting on behalf of the Operator) for the period of verification.

* If the fact of inaccuracy of personal data is confirmed, the Operator ensures clarification of
personal data (including when processing personal data by another person acting on behalf), within
7 (seven) business days from the date of submission of such information and removes the blocking
of personal data.

* In case of detection of illegal processing of personal data, the Operator, within a period not
exceeding 3 (three) business days from the date of this detection, ensures the termination of illegal
processing of personal data (including when processing personal data by another person acting on
behalf). If it is impossible to ensure the legality of personal data processing, the Operator is obliged
to destroy such personal data or ensure their destruction within a period not exceeding 10 (ten)
business days from the date of detection of illegal processing of personal data. The Operator is
obliged to notify the personal data subject or his representative, or the authorized body for the
protection of the rights of personal data subjects (if the request was sent by the specified body)
about the elimination of violations or the destruction of personal data.

« If the personal data subject withdraws consent to the processing of their personal data, the
Operator ensures the destruction of personal data (including when processing personal data by a
third party acting on behalf), within a period not exceeding 30 (thirty) days from the date of receipt
of the said withdrawal (except for cases of reasoned refusal to withdraw consent established by
the Legislation of the Russian Federation). by the legislation of the Russian Federation).

» After the expiration of the personal data storage period, the Operator ensures the destruction of
personal data within a period not exceeding 30 (thirty) days.

8.4. Specifics of the processing of personal data authorized by the personal data subject for
distribution

8.4.1. Consent to the processing of personal data authorized for distribution by the personal data
subject is issued separately from other consents of the personal data subject to the processing of
his / her personal data. Consent to the processing of personal data authorized for distribution by
the personal data subject may be provided to the operator directly or with the use of the information
system of the authorized body for the protection of the rights of personal data subjects.

8.4.2. In case of disclosure of personal data to an indefinite group of persons by the personal data
subject himself / herself without providing the operator with the consent provided for in this
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Article, the obligation to provide evidence of the legality of subsequent dissemination or other
processing of such personal data lies with each person who has carried out their dissemination or
other processing. 8.4.3. In case of disclosure of personal data to an indefinite group of persons by
the personal data subject himself/ herself without providing the operator with the consent provided
for in this article, the obligation to provide evidence of the legality of subsequent dissemination or
other processing of such personal data lies with each person who has carried out their
dissemination or other processing. 8.4.4. If personal data has been disclosed to an indefinite group
of persons as a result of an offense, crime or force majeure circumstances, the obligation to provide
evidence of the legality of the subsequent dissemination or other processing of such personal data
lies with each person who has carried out their dissemination or other processing.

8.4.5. If it does not follow from the consent provided by the personal data subject to the processing
of personal data authorized by the personal data subject for dissemination that the personal data
subject has agreed to the dissemination of personal data, such personal data is processed by the
operator to whom it is provided by the personal data subject, without the right of dissemination.

8.4.6. If it does not follow from the consent provided by the personal data subject to the processing
of personal data authorized by the personal data subject for distribution that the personal data
subject has not established prohibitions and conditions on the processing of personal data provided
for in Part 9 of 152 - FZ "On Personal Data", or if the personal data subject's consent to the
processing of such consent does not specify the categories and list of personal data, for the
processing of which the personal data subject sets conditions and prohibitions in accordance with
Part 9 of 152-FZ "On Personal Data", such personal data is processed by the operator to whom
they are provided by the personal data subject, without transmission (distribution, provision,
access) and the possibility of performing other actions. actions with personal data to an unlimited
number of people.

8.4.7.Under no circumstances can the silence or inaction of the personal data subject be considered
consent to the processing of personal data authorized by the personal data subject for distribution.

8.4.8. In consent to the processing of personal data authorized for distribution by the personal data
subject, the personal data subject has the right to set prohibitions on the transfer (except for
granting access) of this personal data by the operator to an unlimited number of persons, as well
as prohibitions on processing or conditions for processing (except for obtaining access) of this
personal data to an unlimited number of persons. The operator's refusal to establish prohibitions
and conditions stipulated by Federal Law No. 152-FZ "On Personal Data" by the subject of
personal data is not allowed.

8.4.9. The Operator is obliged to publish information on the processing conditions and on the
existence of prohibitions and conditions on the processing of personal data by an unlimited number
of persons authorized by the personal data subject for distribution no later than three working days
after receiving the relevant consent of the personal data subject.

8.4.10. The prohibitions imposed by the personal data subject on the transfer (other than granting
access), as well as on the processing or conditions of processing (other than obtaining access) of
personal data authorized by the personal data subject for distribution, do not apply to cases of
processing personal data in the state, public and other public interests determined by the legislation
of the Russian Federation.

8.4.11. The transfer (distribution, provision, access) of personal data authorized for distribution
by the personal data subject must be terminated at any time at the request of the personal data
subject. This requirement should include the last name, first name, patronymic (if any), contact
information (phone number, email address or postal address) of the personal data subject, as well
as a list of personal data that is subject to termination of processing. The personal data specified
in this request can only be processed by the operator to whom it is sent.

8.4.12. The consent of the personal data subject to the processing of personal data authorized by
the personal data subject for distribution is terminated from the moment the operator receives the
request specified in paragraph above. 8.4.13. The personal data subject has the right to apply with
a request to stop transmitting (distributing, providing, accessing) his personal data, which was



previously allowed by the personal data subject for distribution, to any person processing his
personal data, in case of non-compliance with the provisions of Article 10.1 152-FZ "On Personal
Data", or to apply with such a request to the court. This person is obliged to stop transmitting
(distributing, providing, accessing) personal data within three working days from the date of
receipt of the personal data subject's request or within the period specified in the court decision
that has entered into legal force, and if such a period is not specified in the court decision, then
within three working days from the date of entry of the court decision into legal force.

9. Ensuring confidentiality and security of personal data when processing
them

9.1. Security of personal data during their processing

9.1.1.1.1 The security of personal data processed by the Operator is ensured by the adoption of
legal, organizational and technical measures defined by the current legislation of the Russian
Federation, as well as internal regulatory documents of the Operator in the field of information
protection.

9.1.2.1.. The Operator's protection of personal data from unauthorized or accidental access to it,
destruction, modification, blocking, copying, provision, dissemination of personal data, as well as
from other illegal actions in relation to personal data is achieved, in particular, by the following
measures:

* identification of threats to the security of personal data when processing them in personal data
information systems;

* applying organizational and technical measures to ensure the security of personal data when
processing them in personal data information systems that are necessary to meet the requirements
for personal data protection, the implementation of which ensures the levels of personal data
security established by the Government of the Russian Federation;

* application of information security tools that have passed the compliance assessment procedure
in accordance with the established procedure;

* assessment of the effectiveness of measures taken to ensure the security of personal data prior
to the commissioning of the personal data information system
* taking into account machine-generated personal data carriers
* detecting the facts of unauthorized access to personal data and taking measures, including
measures to detect, prevent and eliminate the consequences of computer attacks on personal data
information systems and to respond to computer incidents in them;

* recovery of personal data modified or destroyed as a result of unauthorized access to them,;

* establishing rules for access to personal data processed in the personal data information system,
as well as ensuring registration and accounting of all actions performed with personal data in the
personal data information system;

* control over the measures taken to ensure the security of personal data and the level of security
of personal data information systems;

* interaction with the state system for detecting, preventing and eliminating the consequences of
computer attacks on information resources of the Russian Federation, including informing it about
computer incidents that resulted in the illegal transfer (provision, distribution, access) of personal
data.

9.1.3.1.3 The Operator's implementation of the measures provided for in Federal Law No. 152-FZ
"On Personal Data" is achieved, in particular:

* appointment of a person responsible for organizing the processing of personal data;

* issuing documents defining the operator's policy on personal data processing, local acts on
personal data processing, as well as local acts establishing procedures aimed at preventing and
detecting violations of the legislation of the Russian Federation and eliminating the consequences
of such violations;

* applying legal, organizational and technical measures to ensure the security of personal data in



accordance with Article 19 152-FZ "On Personal Data";

* implementation of internal control and / or audit of the compliance of personal data processing
with 152-FZ "On Personal Data" and regulatory legal acts adopted in accordance with it,
requirements for personal data protection, the operator's policy on personal data processing, and
local acts of the operator;

* assessment of the damage in accordance with the requirements established by the authorized
body for the protection of the rights of personal data subjects that may be caused to personal data
subjects in the event of a violation of 152-FZ "On Personal Data", the ratio of this damage and the
measures taken by the operator aimed at ensuring the fulfillment of obligations provided for in
152-FZ "On Personal Data";

* familiarization of the operator's employees directly engaged in personal data processing with the
provisions of the Russian Federation legislation on personal data, including requirements for
personal data protection, documents defining the operator's policy on personal data processing,
local acts on personal data processing, and / or training of these employees.

9.22. Confidentiality of personal data when processing them

Ensuring the confidentiality of personal data processed by the Operator is a mandatory requirement
for all employees of the Operator who are allowed to process personal data in connection with the
performance of their work duties. All employees who have an active employment relationship and
whose activities are related to the receipt, processing and protection of personal data sign a non-
disclosure agreement, receive information security training under the signature, and are personally
responsible for compliance with the requirements for processing and ensuring the security of
personal data.

10. Notification of the authorized body for the protection of the rights of
personal data subjects

10.1. Procedure for notifying the authorized body for the protection of the rights of
personal data subjects

* in cases established by the Federal Law of the Russian Federation No. 152-FZ of July 27, 2006
"On Personal Data", the Operator sends a notification about the processing of personal data to
the authorized body for the protection of the rights of personal data subjects;

* in case of changes in the information on personal data processing, the Operator notifies the
authorized body for the protection of the rights of personal data subjects in accordance with the
procedure established by Part 7 of Article 22 of the Federal Law of the Russian Federation No.
152-FZ of July 27, 2006 "On Personal Data", no later than the 15th day of the month following:
for the month in which such changes occurred.

« Bif the fact of illegal or accidental transfer (provision, distribution, access) of personal data that
resulted in a violation of the rights of personal data subjects is established, the Operator notifies
the authorized body for the protection of the rights of personal data subjects from the moment of
detection of such an incident;

B within 24 (twenty-four) hours about the incident that occurred, about the alleged reasons that
led to the violation of the rights of personal data subjects, and the alleged harm caused to the
rights of personal data subjects, about the measures taken to eliminate the consequences of the
relevant incident, as well as about the person authorized by the Operator to interact with the
authorized body for the protection of the rights of personal data subjects data on issues related to
the identified incident.

B within 72 (seventy-two) hours on the results of the internal investigation of the identified
incident, as well as on the persons whose actions caused the identified incident (if any);

+ oat the request of the authorized body for the protection of the rights of personal data subjects,
the operator provides the necessary information within 10 (ten) business days from the date of
receipt of such request. The specified period may be extended, but not for more than 5 (five)
business days, if the Operator sends a reasoned notification to the authorized body for the



protection of the rights of personal data subjects indicating the reasons for extending the deadline
for providing the requested information.

11. FINAL PROVISIONS

All relations related to the processing of personal data that are not reflected in this Policy are
regulated in accordance with the provisions of the legislation of the Russian Federation.

The Operator has the right to make changes to this Policy. The new version of the Policy comes
into force from the moment of its approval.



